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Install Private Post Reader

To install Private Post Reader:
1. Go to http://www.privatepost.com/content/download/ComingSoon.aspx?SI=1.

2. Click on Download Private Post Reader for Windows XP.

3 Private Post || About us - Microsoft Internet Explorer ™=
Fle Edt View Favorites Toos Help »

Qe - O \ﬂ @ ,h /.7 Search \i(Fevuntes [ 2] D-fj- ; E L 3
address @ b tepost.comfeantent d{ComingSoon.aspx?SI=1 V| B ok >
Google - | v| [C] search - D & g Enosbhocked A Check - R Autalink ~ Fil fod options &
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Private Post is not yet available for your email client. In the meantime you can use the Private Post Reader
for Windows P which works with any Windows %P email program. It delivers enerypted messages as
attachments and provides the system tray tools ta allow you to deerypt and read them.

Download
Private Post Reader for Windows XP

cpooPERS
d ??[wg"%'ff,/
™ Qbout us
¥ goptarct 1
A
BT
I@ & Internet %

3. Click on the Run button in the Security window. If you see another security
window, click on the Run button again to start the Installer.

File Download - Security Warning

Do you want to run or save this file?

Mame: PPReader.exe
Type: Application, 325 KB

From:  downloads, privatepost, com

Run ] [ Save ] [ Cancel

potentially karm your computer. [F you do nob trugt the source, do not

@ Wwhile files from the Internet can be useful, this file type can
run of save this software, What's the risk?

4. Wait for the Private Post splash screen to close. The Private Post Installer is
displayed.
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PRIVATE

P=ST

5. Click on the radio button accepting the terms of the licence agreement and

cl

ick on the Next button.

I Private Post Reader for XP v3.3

Licence Agreement PRIVATE
Please read the Following licence agreement carefully, F;ST"

Flease select your country From the list: Inited Kingdom

Private Post SOFTWARE LICENCE AGREEMENT

These are the terms on which You can install from CD, or download and use
the software product known as Private Post ("the Software”) from [dentum
Limited whose registered office is at The Cuad, Stubbings Estate, Henley
Road, Maidenhead SLE 60L, England. {"ldentum")

If ¥ou wish to install the Software on the terms set out below, please click the
"| accept” button below, to acknowledge acceptance of these terms. These

et ity a e b e e M i i (VSN s i

IE}I accept the kerms in the licence agreement I

()1 do not accept the terms in the licence agreement

b

Advanced Users < Back [ Mexk = l l Cancel

| _

6. Type your email address in the Email Address and Confirm Email Address
fields. Enter a secret passphrase in the Passphrase and Confirm

P

assphrase fields.

7. Click on the Next button.
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I Private Post Reader for XP v3.3

Private Post Registration PRIVATE
Please enter vour email address and choose a memorable passphrase. FQST*

Email address
The email address ywou enter should be the one
you wish to use to send and receive Private Post

Ernail |alex.tester@hutmail.cu.uk | 0
Confirm |alex.tester@hutmail.cu.uk |

Passphrase

Your passphrase should be memorable bo vou but
hard Far other peaple to quess

Passphrase

i B i i
Confirm | |

[ < Back H Mexk = H Cancel ]

8. Private Post Reader is downloaded and installed.

I Private Post Reader for XP v3.3

Installing Private Post PFIIVATEH
The program features you selected are being installed, F;ST

Please wait while Private Post is installed and configured on your syskem.

Skatus:
Downloading package 'PPCore.msi* [S008/5911KR]...

(NENRRNRRNRRAARAE )

= Back Mext = Cancel

9. Click on the Next button to register Private Post Reader.
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| I Private Post Reader for XP v3.3

Install Wizard Completed

Setup has finished installing Private Post,

PR IVATE The Install Wizard has successfully installed Private Post, Click

pl’;\‘]ST-" Mext ko regisker Private Past,
o

AS=d IJL1vhidda

10. Your Private Post Key is generated. An email is sent to your registered email
address.

I | Private Post Key Wizard: alex.tester@hotmail.co. uk

An email is on its way... PRIVATE

Flease await the email containing information on how o complete the key F;ST
generation process.,

Waiting For you to receive an email,

&n email has been sent to alex. tester@hotmail. co,uk with vour key file
attached.

Please follow the instructions in the email from
registration@privatepost.com to complete registration.

< Back Mext = Cancel

11. Open your email, for example, Hotmail.
12. Open the email you have received from registration @privatepost.com.

13. Click on the Please click here hyperlink in the email.
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% 5 e
msn,' = HOtma || Today | Mail Calendar | Contacts
=== ...~
alex otmail, co.uk.
{1 Reply | G Reply all | (& Forward | % Delete | E32 Junk | 35 Put in Folder » | 555 Print view | Save Address
From : <registration@privatepost, com 4| | K | [Enbox
Serk 08 May 2006 11:19:47
To: "ale.bester@hotmail.co.uk” <alex.tester@hotmail. co.ukcs
Subject Private Post Activation
Thank you for registering Private Post] Please click here fo complete your installation.
Thank you,
B | @ |

| | K| [@inbox

14. The passphrase confirmation window is displayed. Type your passphrase into
both fields and click on the Next button.

I I Private Post Key Wizard: alex.tester@hotmail.co. uk

Enter your secret passphrase

PRIVATE
PSST

IMPORTANT Passphrases are more secure than passwards, Please enter a phrase
or sentence which is memorable to vou, Use any combination of letters and
spaces, The passphrase is case-sensitive,

Please confirm wour passphrase:

You will be asked ko enter vour passphrase periodically when
reading wour Private Post,

Please click Mext to continue.

Cancel

15. Your Private Post key is registered.
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I I Private Post Key Wizard: alex.tester@hotmail.co. uk

Your unique secrek key has been secured with vour passphrase
and stored safely on this computer,

PRIVATE

AS=d IJL1vhidda

P=ST

Thank wou for choosing Private Post,

-
= Back . Einish Cancel

16. Click on the Finish button. You are now ready to use the Private Post Reader
for Windows XP.
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Read Private Post

To read your Private Post email using the Private Post Reader:

1. Open your webmail account, for example Hotmail.

3 MSN Hotmail - Inhox - Microsoft Internet Explorer
File Edit ‘iew Favorites Tools Help

@Back = \_:) @ @ \-_';j /'D Search ’*E;'\?Favorites @ [L:f:_'\’:v .‘:\; " | J ﬂ

Address |@ http: by 1 10Fd. bayw1 10, hatmail msn. congcgi-bin/Ho TMail ?7a=4F295d07 7 d6cccd3d54 085f 747 V| Go Links **
[Cl search =~ @) & § Ep4oblocked % check - »
Home | My MSN | Hotmail | Shopping | Money | People & Groups

msn.co.uk

Hotmail

couk g M

Bl Mew w | X Delete | B2 Junk | B2 Find | B2 Putin Folder » | [ Mark As Unread
« Show me mail from:
1% of 250MB e @ O From Subject v Date Size:
P ———
Get Hotmail Plus @#1 W [ charlie@privatepost.... Private Post Mar & 24KB
Folders @71 W [ charlie@privatepost.... Private Emai Mar & zakB|
[ Inbox @1 W [ James Fairbairn Private Post Mar & 114KE
%8/ Junk E-Mail
Draft W [ Alex Tester kest Mar 1 28KE
[ Sent Messages [ W [ Alex Tester Outlook Orphans. .. Feb27  36SKE
&7 Trash Can (2) @1 W [ charlie@privatepost.... Private Emai Feb 27 3EKE
Manage Folders
#1 W [ charlie@privatepast.... Private Emai Feb 23 38KE
#1 W [ charlie@privatepast.... Private Emai Feb 22 35KE
@1 W [ Alex Tester wvebmail Jan 31 10SKE
@1 W [ registration@private... Private Post Ackivation Dec 16 38KE
12 Messageis), 1 Unread v
< j | >
&] © Internet

2. Click on the private email to be opened.
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23 MSN Hotmail - Inbox - Microsoft Internet Explorer
File Edit Wew Favorites Tools  Help

@Back ¢ \_) @ @ M:j ./'_F] Search w*?‘/n"\f-‘/Fa-«u:;rites @ E;_%v "_\ﬁ ﬂ l_J ﬂ

Address @ http: ffby110Fd. bay1 10, hotmail. msn. com/cgi-bin/Ho TMail *a=4fe9ad07 7 décccd 3d54 085cF 7d7 V| G0 Links

[Clsearch - @D & § Sh4oblocked A

Today | Mail | Calendar | Contacts

EI | b Dele_te | [ Junk | gFin_d | [*% Put in Folder » | B4 Marlgns Unread
« Show me mail from:
1% of 250MB " @ [ From Subject wDate Size:
Get Hotmail Plus I @1 W [ charlie@privatepost.... Private Post Mar & 24K
Folders @1 W [ charlie@privatepost.... Private Emai Mar & 2aKE|
[ Inbox @1 W [ 2ames Fairbairn Private Post Mar & 114KE
&/ Junk E-Mail
Drafts 0 W [ Alex Tester kest Mar 1 28KE
ent Messages =4 ex Tester utlaok, Orphans... el
=4 sent M ] Bles: Test Outloak Orph Feh 27 365KB
&7 Trash Can (2) @1 W [ charlie@privatepost.... Private Emai Feb 27 35KE
Manage Folders
@1 W [ charlie@privatepost.... Private Emai Feb 23 35KE
@1 Wl [ charlie@privatepost.... Private Email Feb 22 35KE
@1 Wl [ Alex Tester webmail Jan 3l 103KB
#1 W [ redistration@private... Private Post Activation Dec 16 35KE
12 Messageis), 1 Unread o
< I >
@  Internet

3. Open the message attachment with the suffix .ibemsg. This contains the
encrypted part of the message.

23 MSN Hotmail - Message - Microsoft Internet Explorer

Fle Edt Wiew Favortes Tooks Help

Qo - O B A G Lo rrwre @ 3-% 8- 3

Address | @] http /byl 10fd.bay110.hotmal it E6FIE A-F 2d0000%: v‘ Go  Links >
(G| Search ~ D & | §9 F4oblocked A check ~ K Adtolick ~ [ Auiorl B Options

Home | MyMSN | Hotmail | Shopping | Money | People & Groups |Sion Out,...| -

msn.couk g ) o —_—
% Hotmail Today | Mail | Calendar | Contacts

k 4 g
(<3 Reply | & Reply All | 1€ Formard | X Delete | B Junk | &% Put in Folder v | 55 Print Yiew | (81 Save Address

From: <charlie@privatepost com> | X | B
Sent : 08 March 2006 10:44:12

To: <alex kester@hotmail oo,k

Subject Frivate Fost

Wl Attachment: ; tree.qf (< 0,01 MB), stamps.qif (< 0.01 MB), H.g (< 0.01 MB), tr.gF (<0.01 MB), bl.f (0,01 MB), br.gif (< 0.01 MB), NewImage. JPG.be (0,06 MBY TEOut.him.ibemsg (< 0.01 HE)

You have received Private Post delivered to you by
Identurn

To gat 5 fras Prvsts Post reader, plasze dick on the
link below:

http://www.privatepost.com/email

With the reader installed you can simply opan your
pastts read it

b | @ e 4| ¥ | X | Einbox v
&oore © rierer

4. Download the .ibemsg message attachment.
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2 MSMN Hotmail - Download Attachment - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help

eﬁack & J B @ \7h f“_ﬁ Search *Favnrltas @ E;’E' :‘\i‘ W_ﬂ 22 I_J ﬂ -‘3

Address |a http: ffby110fd bay110.hotmail msn.comfcgi-bin/getmsg?&msg=3CE6FOEA-FA 1 B-4399-5E59-9375AB300EAZ&st art=08Jen=1 1662 V‘ G0 Links **

|G‘ search ~ () @ @ Qﬂ blocked | A% Check - S, Autolink v EOptlnns »
Home | My MSN | Hotmail | Shopping | Money | People & Groups

msn.co.uk

msn i HOtma || Today | Maill Calendar | Contacts
' er: Dffline Download Attachment

Download File | Cancel

Hotmail automatically scans attachments using Trend Micro products,

MName of File IBEOut.htm.ibemsg

I3

¥irus Scan Result | /Mo Yirus Found

Provided by @ TREND.

Home | My MSN | Hotmail | Search | Shopping | Money | People & Groups Feedback | Help

rosoft TERMS OF USE TRUSTe Approved Pri ement Anti-Spam Policy

. Internet

5. Click on the Open button.

File Download |z|

Do you want to open or save this file?

] Mame: IBECw1].htrn.ibemsg
-

=

Type: Private Post Secure Email Message
From: 65.54,229.250

[ Save ] [ Cancel J

harm your computer. If pou do faot trust the zource, do naot open or

@ While files from the Internet can be useful. zome fles can potentially
zave this file. What's the risk?

6. Select the email address Private Post is registered to and enter your
passphrase.
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Private Post: Please enter your passphrase rz|

Select Email Address

Aevailable Email Addresses:

Please enter your passphrase in the box belaw:

| kbbbt

Mask Input

7. Click on the OK button.

Private Post: Please enter your passphrase rz|

Select Email Address

Avvailable Email Addresses:

-Cancel
ster@hotmail, co.uk

Please enter vour passphrase in the box below:

| seskkokk ok

Mask Input

8. The private message is opened.

=, Private Post Reader for XP

Private Post  Edit  Wiew Help

“ Settings m My Private Addresses m About Private Post P a ST
Hi Alex,

‘You're reading this message so you've successfully installed Private Post. It's great isn't #? Mo one else could have opened
this email or read this message in transit. You can even open and read emails sent to your webmail account using the
Private Post Reader.

| just had to share this with you. | feel so much better about sending email now!

Charlie

17. If there are any further attachments to the message that you want to see,
repeat steps 3 to 8 clicking on the other attachments as required.
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Print Messages Using Private Post Reader

To print messages you have opened using Private Post Reader:

1. Open your Private Post so that you can view it using the Private Post Reader.

= Private Post Reader for XP

Private Post Edit View Help
= d S PRIVATE

“ Settings m My Private Addresses m About Private Post Pas I %

Hi Alesx,

‘You're reading this message so you've successfully installed Private Post. It's great isn't #? Mo one else could have opened
this email or read this message in transit. You can even open and read emails sent to your webmail account using the
Private Post Reader

| just had to share this with you. | feel so much better about sending email now!

Charlie

2. Click on the Print button in the toolbar at the top of the window.

= Private Post Reader. for XP.

Private Post  Edit  Wiew Help
= PRIVATE

2% Settings m My Private Addresses m About Private Post PaS I E

Hi Alex,

‘fou're reading this message so you've successfully installed Private Post. It's great isn't it? Mo one else could have opened
this email or read this message in transit. You can even open and read emails sent to your webmail account using the
Private Post Reader.

| just had to share this with you. | feel so much better about sending email now!

Charlie

3. Select your printer from the list of available printers shown in the Print
window.
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& Print

General | Optians |

Select Printer

= thp LaserJet 1000 on KERMIT
g Mlicrosalt Office Document Image Witer

S

| >

Statuz Ready
Location:
Comment:

Fage Range

@ Al
Selection Current Page

() Pages; 1

Enter either a single page number or a zingle
page range. For example, 5-12

W] Fiint 16 file

Mumber of copies:

Collate ! H
il

Frirt

H Cancel ][ Apply

]

4. Click on the Print button.

General | Optians |

Select Printer

= thp LaserJet 1000 on KERMIT
¢ Microsoft OFfice Document Tmage Wriker

S

| >

Statuz Ready
Location:
Cormment:

Fage Range
@ Al

Selechion Current Page
() Pages; 1

Enter either a single page number or a zingle
page range. For example, 5-12

W] Fiint 16 file

Mumber of copies:

Collate ! H
il

| Frirt |[ Cancel ][ Apply ]
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Copy Your Private Post Messages

To copy your private email messages to another application:

1.

3.

4.

Open your Private Post so that you can view it using the Private Post Reader.

= Private Post Reader for XP |ZI|E|F>__(|
Private Post Edit View Help

59 & PRIVATE
“ Settings m My Private Addresses m About Private Post PQST

Hi Alesx,

‘You're reading this message so you've successfully installed Private Post. It's great isn't #? Mo one else could have opened
this email or read this message in transit. You can even open and read emails sent to your webmail account using the
Private Post Reader

| just had to share this with you. | feel so much better about sending email now!

Charlie

Click on Edit > Select All from the menu at the top of the window..

= Private Post Reader for XP

Private Post NG View Help

= Copy Chrl+C

PRIVATE

l About Privake Posk P :S I iz

Hi Alex,

You're reading this message so you've successfully installed Private Post. It's great isn't it? Mo one else could have opened
this email or read this message in transit. You can even open and read emails sent to your webrmail account using the
Private Post Reader.

| just had to share this with you. | feel so much better about sending email nowd

Charlie

Click on Edit > Copy from the menu at the top of the window.

= Private Post Reader for XP

| just had to share this with you. | feel so much better about sending ermail nowl

Open the application you want to paste the message into, for example
Microsoft Word, and click Edit > Paste from the application menu bar.
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4 Document] - Micrasoft Word
wiew Insert Fgrmat Tools Table RoboPDF  Window  Help

CantUndo  Cti+Z ¥ . .

Can'tRepeat  Ctrl+v

cut ik
Copy al4C
_ Office Clipbord...
Paste Ctriv

Faste Special...

Fasts a5 Hypetlink
Clear

select Al chil+a
44 Eind... Crl+F
Replace...  Chil+H
GoTo... e
Links...
Object

ERE] X [l
Page 1 Sec 1 11 a1 Ln1  Col 1 REC| [TRK] [ExT | OWR

Your message is pasted into the new application.

I Document1 - Microsoft Word
i Insert Format  Tools  Table  RoboPDF  Window  Help

Type aquestion for help |+ X

=A™ RERE = NN N R L T R : Mark Selection | (2] About...

Hormal + Yerde » Times MewRoman » 12 - | B Z U

52 e e e i

Hi alex,

You're reading this message so you've successfully installed Private Post, It's
great isn’t it? No one else could have opened this email or read this message in
transit. ¥ou can even open and read emails sent to your webmail account using
Private Post Reader,

I just had to share this with you. I feel so much better about sending email now!

Charlie

Page 1 Sec 1 11 At 25 Ln 10 Col & REC| (TR [ExT | (ove | B3 i |
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