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Install Private Post

To install Private Post:
1. Go to http://www.privatepost.com/consumer/download/index.aspx.
2. Click on the Windows XP icon.

3 Private Post | Download - Microsoft Intennet Explorer,
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3. Click on the Outlook 2003/XP icon.

2 Private Post | Download | Mail Client - Microsoft Internet Explorer
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4. The download process starts automatically. Click on the Run button in the
Security window. If you see another security window, click on the Run button
again to start the Installer.
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File Download - Security Warning

Do you want to run or save this file?

Mame: PP4Cutlook, exe
Type: Application, 325 KB

From:  downloads, privatepost, com

Run ] [ Save ] [ Cancel

il Wwhile files from the Internet can be useful, this file type can
@ potentially karm your computer. [F you do nok trugt the source, do not

run ar gave this software, What's the nsk?

5. Wait for the Private Post splash screen to close. The Private Post Installer is
displayed.

PRIVATE

P=ST

6. Click on the radio button accepting the terms of the licence agreement and
click on the Next button.
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I | Private Post for Outlook v3.3

Licence Agreement PRIVATE
Please read the following licence agreement carefully, FQST
Please select wour country Fram the lisk: Inited Kingdom L |

Private Post SOFTWARE LICENCE AGREEMENT ~

These are the terms on which You can install from CD, or download and use
the software product known as Private Post ("the Software”) from Identum
Limited whaose registered office iz at The CQuad, Stubbings Estate, Henley
Road, Maidenhead 516 6AL, England. ("ldentum")

If ¥ou wish to install the Software on the terms set out below, please click the
"l accept” button below, to acknowledye acceptance of these terms. These

[ I Kt [ SN, L SRRSO o ] O 4 N« 1 L AR

(31 accept the berms in the licence agreement;

{_)I do not accept the terms in the licence agreement

[ Mexk = H Cancel ]

7. Type your email address in the Email Address and Confirm Email Address
fields. Enter a secret passphrase in the Passphrase and Confirm
Passphrase fields. Click on the Next button.

I | Private Post for Outlook v3.3

Private Post Registration PRIVATE
Plzase enter your email address and choose a memorable passphrase. FQST

Email address
The email address wvou enter should be the one
ou wish ko use to send and receive Private Post

Email | | charlie@privatepost.com 0

Canfirm | charlie@privatepost.com |

Fassphrase
Your passphrase should be memarable to you buk
hard for other people bo quess

sespesfegepenpepogegeg

Passphrase | |
. sespesfegepenpepogegeg

Confirm | |

« Back H Mexk = H Cancel

8. Private Post is downloaded and installed.

Quick Start Guide 6



Private Post for Microsoft Outlook

| Private Post for Outlook v3.3

Installing Private Post PRIVATE
The program Features you selected are being installed, FQST

Flease wait while Private Post is installed and configured on wour system.

Skatus:
Installing package ‘PPOULL.msi' ...

[EFsBFsBFsBFsBbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb

Cancel

9. An activation email is sent to your email address. Click on the Finish button
in the Install Wizard Complete window.

I | Private Post f5_<|

Setup has finished installing Private Past,

We have sent an activation email to

charlie@privatepost.com 0

pH IVATE_- Please open wour email client, check For new messages, and
Pr’_\] ST Follow the instructions in the email Fram
o reqgistration@privatepost. com

T
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10. Open the email you have received from Private Post. Click on the hyperlink
contained in the email.
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B |MPORTANT FINAL STEP - Message (HTML)

i Fle Edit Wiew Insert Format  Tools  Actions  Help

i EdaReply | Replytoall | EForward | o 2 |0 ¥ |05 |3 X | & - # - A’I*’.’ﬁl@!

From: reqgistration@privatepost, com Senk:  Mon 22/05/2006 14:09
To: alex, tester@argelcom, com

Crt

Subject:  IMPCRTAMT FIMAL STEP

Thank you for downloading and installing Private Post,
There's just one |ast thing to do, which lets us check that vou're a real person,
I PLEASE CLICK HERE TO WALIDATE YOUR PRIMATE POST IDENTITY

This might sound crazy but believe us, it's necessary to stop spammers and hackers and other such horrible
people from using Private Post, and you will only have to do it once,

11. Click on the Finish button to complete the installation.

| Private Post Key Wi

Your unique secret key has been secured with wour passphrase
and stored safely on this computer.,

PRIVATE

1S=—d 3ALviidd

PSST

Thank wou For choosing Private Post,
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Send a Private Email

To send a private email:

1.

Click on the New button in the email view of your email client to open a new

message window.

Inbox - Microsoft Outlook

Edit  View Gn

Tools  Actions  Help

wew ~ | (= 3 X | wReply - Areplytoall 3 Forward | [ Send/Receive ~ [ BoFind (% | [ Trpeacontacttofind v | (@) !

i % settings I My Private Addresses | i About Privats Post !

Type & question for help

Favorite Folders 1 [0, g From Subject Receiverd Size 4
[ Tnbax
O Unread Mag (= Date: Yesterday
| For Folow Lp B WAl Pt Check this out!! Tug 21/03/2006 16:40 29 KB A
L5 sent Items =0 Alex RE: Check this out! Tue 21/03/2006 16:37 29 KB v
all Mail Folders (2 Alex Check this outl! Tue 21{03/2006 16:14 26 KB -
3 96 Perconsl Folders a registration@priv... Private Post Activation Tue 21{03/2006 15:58 3 KB b

(&) Deleted Ttems
7 Drafts
[ nbox
L@ Junk E-mail
([ outbiax
(=9 Sent Items
=) [ Search Falders
i For Folow tp

FW: Check this out!!
Alex [alex tester@argelcom.com)]

To: charlie@privatepost, com

# £ Archive Folders
5 &5 mail.argelcom local
[ Drafts

1=
(3 Jurk E-mail
[ Sent Items

PRIVATE AND CONFIDENTIAL

d Mail Yduu have received Private Post delivered to you by
1dantumn
ﬁ Calendar To get a free Private Post reader, please click on the
link balau:
= http:/ /wwww privatepost.com /email /

&%1 Contacts With the reader installed you can simply open your
P PSS Post to read It

===

] Tasks
P

N iR

4 Items

2. Add the recipient address and subject as you would when normally writing an
email.

E® Private Post - Message (Plain Text)

le Edt Wiew Insert Format Tools  Actions  Help

ond A serdprivate | [l | 4 o 2 ) 2 0 | 8|3 8 B 5] Pomes. & @ B U ClALB L

i % Settings | [ Make Private | [ About Frivate Fost !

T | s ]

]
sl ]

Subiect; | check this outi!

3. Type your message.
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E® Private Post - Message (Plain Text)

{ Fle Edt Wiew Insert Format Tools  Actions  Help

it erdprnte ) 4 53 0 20 W08 B Y 8 e S Roven #l@ BT [ JABsu=
i % Settings | B9 Make Private | [ About Private Post !

To, bob@exposed.com; ]
Le JI

Subiscti | Chack tis Ut

Hello Bob

You're reading this message 50 you've successfully downloaded Private Post. 1sn't it great? No one else could have
opened this email or read this message in transit.

See you tomorrow

Charlie

Click on the Send Private button in your email client. (If Microsoft Word is
your email editor, click on the Make Private button and then the Send button)

E® Private Post - Message (Plain Text)

EEE
{ Fle Edt Wew Insert Format Tooks  Actions  Help
iz nirnaz |l 6 0 20 @83 Y 3 xS B )@ B [ JAls zul=
i % Settings | B9 Make Private | [ About Private Post !
To, bob@exposed.com; |
o, |

Subiscti | Chack tis Ut

Hello Bob

You're reading this message 50 you've successfully downloaded Private Post. 1sn't it great? No one else could have
opened this email or read this message in transit.

See you tomorrow

Charlie

5. Select your email address from the list of available email addresses in the
Select Signature Key window.
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Private Post: Select Signature Key

Awailable Keys:

Cancel

Select Signature key

chatlie@pr

Flease enter vour passphrase in the box below:

Iv Mask Input

6. Enter your passphrase in the passphrase field.

Private Post: Select Signature Key

Select Signature Kew

Available Keys:
Cancel

charlie@privakepaosk, com

Please enter your passphrase in the box below:

v Mask Input

7. Click on the OK button and your email is sent.

Private Post: Select Signature Key &

Select Signature key QK

§

Avvailable Keys:

Cancel

Please enter vour passphrase in the box below:

| [T

Iv Mask Input

Quick Start Guide
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Read Your Private Post

To read your private email:

1. Open the email you want to read.

Inbox - Microsoft Outlook

Pple Edt Vew Go Tools Actons Help

Aew - | 23 X | CgaReply EReply to Al (5 Forward | iSendfReceive ~ | SFind [ | [ Type  contact to find

¢ % settings [ My Private Addresses | i About Private Post !

Favorits Folders

- o

o 0[5, g From Subject

Received
[ 1rbox

T\ threadmar &l Date: Today
| For Fotlow Lp = Charlie Check this outit 5:00 296 %
[ sent ttems (3 (0 Alex Tester Private Post Mon 06/02/2006 1453 29KE =
All Wi Folders

5 &5 personal Falders
(5] Deleted Items.
() orafts
[ Inbox
[ unk E-mail
(L5} Cutbox
[ Sent Ttems
@ [ search Folders
5 £ archive Falders
= 59 mall. argelcom.com
[ Drafts
[ Inbox
(s Junk E-mail
(4 Sent Ttems

Private Post

@ Charlie@privatepost.com
To: bob@erpesed.com

PRIVATE AND CONFIDENTIAL

[ mail
5| Contacts
7| Tasks

N
== 0

2Ttems

2. Select your email address from the list of available email addresses.

Private Post: Please enter your passphrase

Select Email Address

Awailable Email Addresses:
Cancel

Flease enter vour passphrase in the box below:

v Mask Input

3. Enter your passphrase in the passphrase field.

Private Post: Please enter your passphrase

Select Email Address

Awailable Email Addresses:

Cancel

Please enter vour passphrase in the box below:

v Mask Input

4. Click on the OK button.
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Private Post: Please enter your passphrase [g|

Select Email Address

Awailable Ernail Addresses:

Cancel

Flease enter vour passphrase in the box below:

| [T ———

v Mask Input

5. The private email is opened.

Private Post - Message (HTMI

File Edit Wiew Inset Format  Tools  Actions  Help
Repy | CRenly ol | roned [ | @ (23 X[ -9 - x5 6]
{ % Settings [B] Show Envelope 6] Sianature | [l view Message Source | i About Private Post !

From:  charlie@privatepost.com Serk:  Mon 06/02(2006 14:40
Too bob@exposed. com
o

Subject:  Check this out!!

Hella Bab

Vou're reading this message so you've successfully downloaded Private Post, Isn't it great? Mo one else could have
opened this email or read this message in transit.

See you tomorrow

Charlie
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Encrypt Files on your Computer

To make files on your computer private:

1. Right click on the file(s) you want encrypt and select Make Private from the

menu.

File Edit ‘iew Favorites Tools Help

4

d My Music
E ﬂ Iy Pictures
= _{ My Computer
& g 314 Floppy (A2
= < Local Disk (C:)
F | 7e5749a29e9c653c000411
# |2) Documents and Settings
# |2 Encrypted Files
# |2 MsOcCache
|J) Private Files
# |Z) Pragram Files
() RECYCLER
|2 System Volume Informatio
F ) WINDOWS
® & DWD Drive {D:)
* {} Control Panel
e ‘;J Iy Metwork Places
2 Recycle Bin

< >

O Back - => fr P, ! search [
Address ..‘_‘| [y Documents

Folders x

; D
@ omsis 2/
= "_‘l My Documents

Folders E <

Iy Music

ﬁ Open
Edit

Send To

uk
Copy
Create Shartout

Delets
Rename

Properties

'!rr
v Go
O
j My Pictures
desktop.ini
Configuration Settings
1KB

2. Click on the Next button in the Private Post Encryption Wizard.

Encryption Wizard

Welcome to the Private
Post Wizard

The wizard will help vou Secure files using
Private Posk,

To cantinue, click Mesxt,

Zancel

3. Select where you want to save the encrypted files and click on the Next

button.

Quick Start Guide
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Encryption Wizard

Select a Destination

choose,

The encrypted Files will be placed in the location you

Seleck Folder ko encrypt Lo,

The files will be encrypred to this directary:

I CihDocuments and SettingshAll Users\Private Files

Erowse, .. |

Zancel |

< Back I Mexk = i

4. Click on the Yes button to create a new folder if required.

Encryption Wizard

Select a Destination

The encrypted Files will be placed in the location vou
choose,

Select Folder to encrypt o,

The files will be encrypted to this direckary:

Folder Does not exist

Yes Mo

CiDocuments and Setkingstall UsersiPrivate Files

, ? ) The folder "Z:iDocuments and Settingsiall Users\Private Files' doesn't exist, Do you want to create it?

< Back, | Mext = |

Cancel |

button.

5. Select the email address you want to encrypt with and click on the Next

Quick Start Guide
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Encryption Wizard

Select Encryption Keys.
The files will be encrypted using the key vou choose,

X

The files will be encrypted to the Following Identities:

charlig@privateposk, com

#dd

-
Encrypling:

< Back |i Mexk = i

Zancel |

6. Click on the Finish button to complete the Encryption Wizard.

Encryption Wizard

Encryption Complete.
The files have been successfully encrypted,

directory:

[v Show encrypted files

Press finish ko continue,

Finish

X]

Files have been successfully encrypted ko the Following

i\ Documents and SettingsiAll Users)Private Files

To see your encrypted files, check the box below;

7. Your Private File is identified by the Private Post icon.

Quick Start Guide
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& Private Files

File Edit View Favorites

Taools

Help

O Back \J @ p Search [E Folders v

File and Folder Tasks

(2 Make & new Folder
e Publish this folder ko the
Wleh

d Share this Folder

Other Places

3 All Users

E My Documents

3 My Cornputer

.a My Metwark Places

Details

Address |23 C:\Documents and Settings|All Uisers|Private Files

About Private Past.doc.ibe
Private Post Secure File
J0KE

Quick Start Guide
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